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Cramba 1. Coepa peiictBus Hactosiwero MepepanbHOro 3aKoHa

Hactosimuii ®enepanbHblii 3aKOH peryampyeT OTHOILIIEHUS B 06/1aCTH
obecrieueHnst 6€30MaCHOCTY KPUTUUECKOI MHDOpMaLIMOHHO
nHbpacTpykTypsl Poccuiickoit @emepanyu (ganee Takke - KpUTUUECKast
mHpopMalMoHHas MHGPACTPYKTypa) B LIeJIsIX ee YCTOINUMBOTO
(bYHKIIMOHMPOBAHUS TIPU MTPOBEI€HUY B OTHOILIEHMM €€ KOMITbIOTePHbBIX
arax.

Cratbg 2. OcHOBHblE NOHATUA, UCNOSIb3yeMble B HacToALEM (Dep,epaanOM 3dKoHe

Ins neneit HacTosinero @enepajbHOTO 3aKOHA UCTIONIB3YIOTCS CeAyIone
OCHOBHBIE ITOHSITUS

1) aBTOMaTU3MpOBaHHAS CUCTEMA YIIPABJIEHUS - KOMILJIEKC IPOTPAMMHBIX U
IIPOrpaMMHO-aMNMNapaTHbIX CPELCTB, IpegHa3HAUeHHBIX OJ1S1 KOHTPOJIS 3a
TEXHOJIOTMYECKMUM U (VJIU) TIPOM3BOACTBEHHBIM 000PYI0BaHMEM
(MCTIOJTHUTENIbHBIMM YCTPOICTBAMM) U TIPOU3BOAMMBIMU UMM IIPOLIECCAMMU,
a TakKe IS yIIpaBJIeHMs] TaKMMU 000pyI0BaHMEM U ITPOLIECCAMMU;

2) 6e30MacHOCTb KPUTUUECKOI MHGOPMAIMOHHO MHPPaCTPYKTYPHI -
COCTOSTHME 3al[UIIEeHHOCTM KPUTHUUECKOM MH(POpMaLIOHHOI
MHGPaACTPYKTYPbI, 00eCIIeunBarollee ee yCToiumBoe GyHKIMOHVPOBAHME
IIpY IIPOBEIEHMY B OTHOIIEHUM €e KOMITbIOTePHBIX aTaK;



3) 3HAUMMBblii 00bEKT KPUTHUUYECKOI MHDOPMALMOHHOI MHPPAaCTPYKTYPHI -
00BEKT KPUTUUECKOH MHDOPMALIMOHHO MHGPACTPYKTYPbI, KOTOPOMY
MPUCBOEHA OJIHA M3 KaTeropuii 3HAUMMOCTHU U KOTOPBIi BK/IIOUEH B PeecTp
3HAUYMMbIX 00BEKTOB KPUTHUUECKOI MHPOPMaLIMOHHOI MHDPACTPYKTYPHI;

4) KOMIIbIOTEepHAs aTaka - LjejleHalpaBJeHHOe BO3eiCTBIe IIPOTPaMMHbIX
" (MJIM) TIPOTPAMMHO-aTIapaTHBIX CPeJICTB Ha 06BEKTHI KPUTUUECKOI
MHGOPMaIMOHHOM MHOPACTPYKTYPbI, CETU 37IeKTPOCBSI3U, UCITOJIb3yeMble
IIJISI OpraHM3aluyM B3aMMOJeCTBUSI TaKUX 0O'bEKTOB, B 1IeJISIX HAPYIIEHMS U
(nn) rpekpaiieHus nx QyHKIMOHUPOBAHUS U (MJIU) CO3aHUS YTPO3bI
6e30macHOCTY 06pabaTbIBaeMO TaKMMM 00beKTaMu MHGOPMAINH;

5) KOMITBIOTEPHBIN MHIIUAEHT - GAKT HApYIIeHUS U (MJIM) IIpeKpalileHust
(OYHKIMOHMPOBAHUSI 00'beKTa KPUTUUECKON MH(POPMALIIOHHOI
MHGPaACTPYKTYPhI, CETU JIEKTPOCBSI3U, UCIIOIb3YeMOit 1Jis OpraHMU3aLun
B3aMMO/IEICTBUSI TAKMX OObEKTOB, U (MJIM) HapyIIeHMs: 6e3011acHOCTH
obpabaTbiBaeMOJi TAKMM 00BEKTOM MH(POpPMAIIN, B TOM YMC/IE
MPOM30IlIeIlINii B pe3ybTaTe KOMITbIOTEPHOI aTaku;

6) KpuTHUeckas MHGOPMaLMOHHas MHPPACTPYKTypa - 0ObEKThI
KpUTUYECKO MHPOpMaLMOHHOV MHGPACTPYKTYPHI, @ TAKKE CETU
9JIEKTPOCBSI3U, VICIIOIb3yeMble JIJIsI OpraHMU3aly B3aMMO/IeCTBUS TaKMUX
00BEKTOB;

7) 06'beKTBI KpUTHUUECKOV MHDOPMALIMOHHOI MHPPACTPYKTYPHI -
MHGOpMaIMOHHbIE CUCTEMbI, MHPOPMAIIMOHHO-TeJIEKOMMYHMKAI[MIOHHbIE
CeTH, aBTOMAaTU3MPOBaHHbIE CHCTEMbI yIIpaBIeHMUs CyOHeKTOB
KpUTUYECKO MHDOpMaLMoHHO MHGPACTPYKTYPHI;

8) cy6beKThI KpUTUUECKOI MHGOPMAaIMOHHOM MHPPACTPYKTYPHI -
rocyapCTBeHHbIe OpraHbl, TOCyIapCTBEHHbIE YUPesKAeH s, POCCUIICKIe
I0pUAMYecKye Tua U (M) MUHOUBUAYa/IbHbIE TPeAIIPUHMMATENH,
KOTOPbIM Ha ITpaBe COOGCTBEHHOCTH, apEH bl MM HA MHOM 3aKOHHOM
OCHOBaHMM MpUHaIexXaT MHOOpMalMOHHbIe CUCTeMbl, MHHOPMAaIMOHHO-
TeJIeKOMMYHMKAIIMOHHbIE CeTU, aBTOMATU3MPOBAHHbIE CUCTEMBbI
ynpaBiieHus, GyHKUMOHUPYIOIIMe B chepe 34paBOOXpaHeHNs], HAYKHU,
TPaAHCIIOPTa, CBSI3U, SHePreTUKM, 6aHKOBCKOI cepe 1 MHBIX chepax
(bMHAHCOBOTO PHIHKA, TOTUIMBHO-3HEPre TMYECKOTO KOMIUIEKCa, B 06J1aCcTH
aTOMHO SHepruy, 060POHHO, PAaKeTHO-KOCMIYECKOJ,
rOpPHOJI00bIBAIOII e}, MEeTaLITyPTMUeCKOii Y XMMUYeCKOH ITPOMBIIIIIEHHOCTH,



poccuiickue opuandeckue amna u (Win) UHAUBUAYIbHbIE
MpeaNpyUHUMATENIN, KOTOpble 00eCcreunBaloT B3aMOeiiCTBIE YKa3aHHbIX
CUCTEM WMJIU CeTel.

Crarba 3. lpaBoBoe perynupoBaHue OTHOLEHMI B 061acTH obecneyeHus
6e30nacHOCTH KpUTMUECKOW MH(OPMALMOHHOI MHPPACTPYKTYpDI

1. OTHOWIEHMS B 06/71aCTU 0b6ecrieyeHMs 6€30MacHOCTY KPUTUIECKOM
MHGOPMAIMOHHO MHPPACTPYKTYPhI PETYIMPYIOTCS B COOTBETCTBUM C
Koucruryiueit Poccuiickoit ®emepannm, o6ienpru3HaHHbIMU
MIPUHIUIIAMY ¥ HOPMaMM MEXAYHAapOJHOTO MMpaBa, HACTOSIIUM
denepanbHbIM 3aKOHOM, APYrMMMU QefepasbHbIMM 3aKOHAMU U
MIPUHMMAaeMbIMU B COOTBETCTBUM C HUMU MHBIMY HOPMAaTUBHBIMU
MTPaBOBbIMM aKTaAMM.

2. OcobeHHOCTM MpUMeHeHMsT HacTosIero @egepaybHOr0 3aKOHA K CeTSIM
CBSI3M OOIIEro IOJIb30BaHMsI onpenesioTcs demepaabHbIM 3aKOHOM OT 7
mtonig 2003 roga N 126-®3 "O cBsI31" ¥ IPUMHUMAEMbIMU B COOTBETCTBUM C
HUM HOPMAaTUBHBIMM IIPAaBOBbIMMU akTaMu Poccurickoit @emepaninn.

Cratbs 4. MpuHuunbl 06ecneveHns 6e30nacHOCTM KPUTHUECKOH MH(DOPMALIMOHHON
MHpPaCTPYKTYpbI

[IpuHLMIIamMu obecrieyeHust 6€30MacHOCTY KPUTUIECKOT
MHGOPMAaIMOHHO MHOPACTPYKTYPHI SIBSIOTCS

1) 3aKOHHOCTB;

2) HeTIPePbIBHOCTb U KOMILJIEKCHOCTb 06ecrieueHus1 6e301acHOCTI
KPUTHUUECKOI MHDOPMaLMOHHOM MHPPACTPYKTYPbI, JOCTUTAeMble B TOM
yucie 3a CYeT B3aMMOZeCTBMS YIIOTHOMOYEHHbBIX (heJlepaibHbIX OPTaHOB
VCTIOTHUTEIbHO BACTU U CYObEKTOB KPUTUUECKOI MHGOPMAIMOHHO

MHGPaACTPYKTYPBHI;
3) IpUOPUTET IPeIOTBPAIeHMsI KOMIIbIOTEPHBIX aTaK.
Cratba 5. FlocyaapcTBeHHas cucTeMa 06HApYKeHUs, NpeaynpexaeHUs U

NWKBMAALLMM NOCNEACTBUI KOMNBIOTEPHDIX aTaK Ha MH(OPMaLMOHHbIE PecypCbl
Poccuitckoin Mepepaumm



1. TocymapcTBeHHas cucTemMa OOHapY>KeHMsI, PeAYTIIpeskaeHNs U
JIUKBUI QLMY TTOCTeACTBUIT KOMITbIOTEPHBIX aTak Ha MH(OpMaIMOHHbIE
pecypchl Poccuiickoit @emepaiivu rpeacTaBisieT co00ii eIyHbIN
TEepPUTOPUAIBLHO paclpeseeHHbIl KOMIUIEKC, BKIIOYAO NI CUIIbL U
CpencTBa, TpeJHa3HAUeHHbIE JIJIs1 OOHAPYKeHUS, TIpeIyIIpeskaeHNs U
JIMKBUA ALY TTIOC/TIEACTBUI KOMITBIOTEPHBIX aTaK M pearMpoBaHMs Ha
KOMIIbIOTEpHbIe VHUIMAEHTHI. B 11e/1X HacTos1eil CTaTby 07,
MHpopMaIMOHHBIMU pecypcamu Poccuiickoii @emepaiinyt IOHUMAKOTCS
MHbOpMaIMOHHbIE CUCTEMbI, MHPOPMaIMOHHO-TeJIeKOMMYHMUKAI[MOHHbIE
CeTu ¥ aBTOMAaTU3MPOBAHHbIE CUCTEMbI YIIPABJIEHMS, HAXOASALMeCs Ha
Tepputopum Poccuiickoit ®egepannn, B AUIVIOMAaTUUYECKUX
NpefCTaBUTENbCTBAX U (MIN) KOHCYJIbCKUX yUpekaeHusx Poccuitckoin
denmepanun.

2. K cunam, nmpegHasHaYeHHBIM JIJIT OOHAPYKEHUS, TIPeayIPEXIeHUS U
JIMKBUA ALY TTOC/IeACTBUIA KOMITbIOTEPHBIX aTaK U pearnpoBaHus Ha
KOMITbIOTE€pPHbIE MHLIUIEHTbI, OTHOCSITCSI:

1) mompaspeneHus U NOMKHOCTHBIE Jinila ¢delepaJbHOTO OpraHa
MCTIOTHUTEIbHO BJACTH, YIIOJTHOMOUEHHOTO B 06/1aCTH 0b6ecriedeHUsI
(YHKIMOHMPOBAHUS TOCYJapCTBEHHO CUCTEMbI OOHAPYKeHMS],
MpenynpexxneHus U JUKBUIALUUY TT0C/IeICTBUI KOMIIbIOTEPHBIX aTak Ha
mHpopMalMoHHbIe pecypchl Poccuiickoii @enepaiium;

2) opranusaius, co3gaBaemast heaepaabHbIM OPraHOM MCIIOTHUTETbHOM
BJIACTH, YIIOJTHOMOYEHHBIM B 00/1aCTV 06ecrieueHnss PyHKIMOHMPOBAHMS
rOCYIapCTBEHHO CCTeMbI OOHAPYKEeH s, IPeayIIPesKIeHNUs U
JUKBUOALMY TIOC/IeICTBMII KOMITBIOTEPHBIX aTak Ha MH(OpMaIMOHHbIe
pecypcol Poccuiickoit @enepativm, st obecrieueHus: KOOPAMHALIUN
JeSITeJIbHOCTY CYyOBEeKTOB KPUTUUECKOI MH(POPMaLIIOHHOI
MHGPACTPYKTYPHI IO BOIIPOCAM OOHAPYKeHMs, IPeAYIIPesKIeHMS U
JIMKBUIALIMY TIOC/IeICTBMIA KOMITBIOTEPHBIX aTakK M pearupoBaHus Ha
KOMITbIOTEpHbIE MHIIMIEHTHI (Iajee - HallMOHAIbHBI KOOPAMHALIMOHHBIA
IIEHTP 10 KOMITbIOTEPHBIM MHIMAEHTAM);

3) nmogpasesneHus 1 JOIKHOCTHDIE JINIA CYObEKTOB KPUTUUECKOIA
MHGOPMAIMOHHOM MHOPACTPYKTYPhI, KOTOpPbIe IPUHMMAIOT YUacTHe B
OOHapPY:KeHUM, PeayIpeskaAeHUN U IMKBUIALMA TTOC/IeACTBUI
KOMITbIOTEPHBIX aTaK ¥ B pearMpoBaHUM Ha KOMITbIOT€PHbIE MHIIMUIEHTHI.



3. CpencTBamMy, NpegHa3HAUeHHbIMM 1J151 OOHAPY>KeHMS, TTpeIyT peXXaeH s
Y IMKBUJ ALY MTOCIEACTBYII KOMIIBIOTEPHBIX aTakK ¥ pearnpoBaHMs Ha
KOMITbIOTE€pHbIE MHIIUEHThI, SIBSIOTCS TeXHUYeCKe, TPOrpaMMHbIe,
IIpOorpaMMHO-aMNnapaTHble X MHbIe CpeJiCTBa AJ1s1 OOHapYy>XeHUs (B TOM
yyciie 1J1s IOMCKa MPU3HAKOB KOMITbIOT@PHBIX aTaK B CETSIX 31eKTPOCBSI3N,
MCII0JIb3YEeMBIX JIJISl OpraHM3aluy B3aMMOJeliCTBUSI 00beKTOB KPUTUUECKO
MHGPOPMAaIMOHHOI MHOPACTPYKTYPhI), TpeaypexXaeHus, TMKBUAALUA
MOC/IeICTBUIT KOMITBIOTEPHBIX aTak 1 (M) oOMeHa MHbOpMaIuei,
HeoOX0AMMOI CyObeKTaM KpUTUUYeCcKoii MHDOpMallMoOHHOM
MH(PacTPyKTYypbl IPU 0OGHAPYKEHUM, TTpeAYIIpeXIeHUN U (UITN)
JMUKBUOALNY TIOC/IeICTBUII KOMITBIOTEPHBIX aTakK, a TakKe
Kpunrorpaduuecke cpefcTBa 3allUThl TaKO MHGOPMALUN.

4. HaumoHabHbIV KOOPAMHAIIMOHHBIN IeHTP IT0 KOMITbIOTEPHBIM
MHIIMIEHTAM OCYIIECTBIISIET CBOIO IESITEIbHOCTh B COOTBETCTBUM C
TOJIOKEHVMEM, YTBepKIaeMbIM ¢eiepaibHbIM OPTaHOM MCITOJTHUTEIbHO
BJIACTH, YIIOJITHOMOYEHHBIM B 00/1aCTM obecrieueHnst QYyHKIMOHMPOBAHMS
rOCyIapCTBEHHO CCTeMbI OOHAPYKEHMSI, TIPeyIIpeskaeHNs U
JMKBUIALIMY TIOC/I€ICTBMII KOMITBIOTEPHBIX aTaK Ha MH(OpMAaIMOHHbIE
pecypcbl Poccuiickoit @emepanun.

5. B rocymapcTBEeHHOJ cucTeMe OOHAPYKeHMsI, TPeayIpesKaeHNs U
JUKBUOALMY TIOC/I€ICTBUII KOMITbIOTEPHBIX aTak Ha MH(OpMalMOHHbIe
pecypcsl Poccuiickoit @emepatiiy oCyIiecTBASIOTCS cO0p, HAKOIIeHNE,
cucTeMaTu3alus ¥ aHaau3 MHGopMalm, KoTopasi IOCTyIaeT B JaHHYIO
CUCTEMY Uepe3 CpeiCTBa, MpegHa3HAUeHHbIE JJIsT OOHAPYKEeHMUS,
NpenyrnpexaeHns U IMKBUAALUY TTOC/IeICTBU KOMIIBIOTEPHBIX aTak,
MHpopMalMu, KOTopas IpeaCcTaBisIeTcs CyobeKTaMu KpUTUUeCKOi
MHGOPMaIMOHHOM MHOPACTPYKTYpPhI U PefepasbHbIM OpraHOM
MCTIOTHUTEIbHO BJACTH, YIIOJTHOMOUEHHBIM B 00/1aCTU 0OecTieueHus
6e30IMacHOCTY KpUTUUECKOI MH(POpMaIMOHHO MHPPACTPYKTYPbI
Poccuiickoit ®enepaunin, B COOTBETCTBUM C IIepeuyHeM MH(POPMaIMK U B
nopsifike, onpeaensieMbiMu (pefepaabHbIM OpraHOM UCIIOJTHUTEIbHOI
BJIACTH, YIIOJTHOMOUEHHBIM B 00/1aCTU 06ecrieueHs PyHKIMOHMPOBAHUS
rOCyIapCTBEHHO CUCTeMbI OOHAPYKEeHMSI, TIPeayIIpeskaeHNs U
JUKBUAALIMY TIOC/IeICTBUIL KOMITBIOTEPHBIX aTak Ha MH(OpMaIMOHHbIe
pecypcsl Poccuiickoit @emepaninim, a Takke MHGOpMaI MM, KOTOPasi MOKET
TIpeCTaB/ISITHCSI MHBIMY He SIBJSIIOIIMMUCS CYO'beKTaMy KpUTUIeCKOi
MHGOPMAaIMOHHOM MHOPACTPYKTYPhl OpraHaMy M OpraHu3aIusiMu, B TOM



ynciie MHOCTpaHHBIMU U MEKOAYHAPOJHbIMU.

6. ®enepalibHbINV OpTaH VCIOTHUTE/IbHON BIACTU, YIIOTHOMOYEHHBIN B
o6sacTu obecrnieyeHMsT GYHKIIMOHMPOBAHUS TOCYIapCTBEHHO CUCTEMBbI
OOHapY>KeHUsI, TPeAyIIPesKOeHNS U IUKBUIAIMN TTOCTeCTBU
KOMITbIOTEPHBIX aTak Ha MHMOpMaIMOHHbIe pecypchbl Poccuiickoit
denepalyy, OpraHM3yeT B YCTAHOBJIEHHOM MM MOPSIAKe 0OMeH
MHopMaleil 0 KOMIIbIOTEPHBIX MHIIMIEHTaX MeXIy CyObeKTamMu
KpUTHYECKOI MHDOpMaLMOHHO MHGPACTPYKTYPHI, @ TAKKE MEKIY
CyObeKTaMM KPUTUIECKOI MHPOPMAIMOHHOI MHPPACTPYKTYPBI U
YIIOJJTHOMOYEHHBIMM OpTaHaMy MHOCTPaHHbIX TOCYAApPCTB,
MeKIyHapOAHbIMU, MeKIyHaPOAHbIMM HEIIPaBUTEIbCTBEHHbBIMU
OpraHu3auysIMy U MHOCTPAHHBIMM OPTaHU3ALUIMMU, OCYILLECTBIISIOLUMU
JleSITeJIbHOCTb B 00J1aCTM pearnpoBaHMsI HA KOMITbIOTEPHbIE MHIIVIEHTHI.

7. IlpemocTaBiieHNe U3 TOCYIaPCTBEHHONM CUCTEMbI OOHAPYKEHMS,
npenynpexxnaeHus U IMKBUAALUY TTOCAeCTBUIT KOMIIBIOTEPHBIX aTak Ha
MHbopMalMoHHbIe pecypchl Poccuiickoit @emepaliiy cBeqeHMiA,
COCTaBJISIONMX rOCYJAPCTBEHHYIO MO0 MHYI0 OXPaHSIEMYI0 3aKOHOM
TaliHy, OCYIECTBSIETCS B COOTBETCTBUM C 3aKOHOAATEIbCTBOM Poccuiickom
Qenepainu.

Cratba 6. lMonHomouus Mpesupenta Poccuiickoii Pepepaunm u opraHos
rocyaapcrBeHHom Bnactu Poccuiickoin @epepauun B 06nactm obecnevenus
6e30nacHOCTH KpUTMYECKOW MH(OPMALIMOHHOI MHPPACTPYKTYPbI

1. IIpesunenT Poccuiickoi @emepaliiy orpeesseT:

1) ocHOBHbIE HAIIPaBJIEHUS TOCYIAPCTBEHHO TOJUTUKYM B 06/IaCTH
obecrieyeHnst 6€30MaCHOCTY KPUTUYECKOH MH(DOPMAIIIOHHOM

MHPPACTPYKTYPHI;

2) denepasnbHbIl OpraH UCIIOTHUTEIbHON BIACTH, YIIOJTHOMOUEHHBIN B
o6sacTu obecrieyeHns1 6€30MacHOCTY KPUTUUECKOI MHDOpMaLMOHHO
mHdpacTpykTypbl Poccuiickoit ®emeparinm;

3) demepanbHbI OpPTaH MUCIIOJHUTEIbHO BIACTH, YIIOTHOMOYEHHBI B
o6sacTu obecrnieueHNsT GyHKIIMOHMPOBAHUS TOCYIapCTBEHHO CUCTEMBbI
OOHapY>KeHUsI, TPeAYIIPesKOeHNUS U IUKBUIAIMN TOCTeCTBU
KOMITbIOTEPHBIX aTak Ha MH(OpMaIMOHHbIe pecypchbl Poccuiickoit



Qenepaiuu;

4) IOPSIIOK CO3aHMS U 3a1aUy TOCYNAapCTBEHHOM CMCTeMbl OOHAPYKeHMS,
npenynpexxnaeHus M IMKBULALUY TTOCAeCTBUIT KOMIIbIOTEPHBIX aTaK Ha
MHbopMalMoHHbIe pecypchl Poccuiickoit degepainn.

2. IIpaButenbctBO Poccniickoit @enepaiinm yCTaHABIMBAET:

1) moka3arenayu KpUTepreB 3HAUMMOCTY 00bEKTOB KPUTUUECKOIA
MHGOPMAIMOHHOM MHPACTPYKTYPhI U UX 3HAUEHMS, @ TAKKe TTOPSIIOK U
CPOKM OCYILeCTBJIEHMS UX KaTeropupoBaHUS;

2) TMOPSIIOK OCYIIeCTBIEHMS TOCYIapCTBEHHOTO KOHTPOJISI B 00/1aCTH
obecrieyeHus 6€30MaCHOCTY 3HAUMMbBIX 0ObEKTOB KPUTUUECKO
mH(opMaIMOHHO MHPACTPYKTYPHI;

3) MOPSAAOK IMOATOTOBKM M UCITOJIb30BAHUS PECYPCOB eAMHO CeTU
371eKTpOocBI3u Poccuiickoit demepauym oyt 00eCcredeHns
(GYHKIVMOHMPOBAHMST 3HAUMMBIX 00bEKTOB KPUTUYECKOM MHPOPMAIMOHHO

MHPPaACTPYKTYPBHI.

3. ®enmepanbHblii OpraH UCIIOJHUTEBHOM BJIAaCTU, YIIOJTHOMOYEHHBIN B
o6mactu obecrieueHus: 6e30MacCHOCTY KPUTHUUECKOI MHPOPMAaIMOHHO
mHbpacTpykTypbl Poccuiickoit ®enepaiinin:

1) BHOCUT TMpeAJIOKeHMsI O COBEPIIEHCTBOBAHM HOPMAaTUBHO-TIPAaBOBOTO
peryinupoBaHusi B 0671aCTy obecreueHus: 6e30MacHOCTY KPUTHUUECKO
nHbopMaIMOHHOI MHpacTpyKTyphI IIpesugenTty Poccuiickoit demepanyn
u (mnn) B [IpaButenbcTBo Poccuiickoit @egepaininm;

2) yTBEPKIAET MOPSIIOK BeAEHMS peecTpa 3HAaUMMbIX 00bEKTOB
KpUTUYECKO MHPOpMaLMOHHO MHGPACTPYKTYPbI U BeleT JaHHbI
peectp;

3) yTBepskaaeT ¢bopMy HallpaBaeHMs CBeeHii O pe3y/bTaTax MPUCBOeHUS
00BEKTY KPUTHUECKOH MHDOPMAIIMOHHO MHGPACTPYKTYPbI OJHOI U3
KaTeropuit 3HaUMMOCTU JIMO0 06 OTCYTCTBUYM HEOOXOAMMOCTHU ITPUCBOEHUSI
€My OJHOV U3 TaKVX KaTeropuii;

4) ycraHaBnMBaeT Tpe6GoBaHMS 10 06ecrieueHnI0 6e30MacHOCTM 3HAUMMbIX
00BeKTOB KPUTUUECKOI MHPOpMaLMOHHO MHGPACTPYKTYPbI (TpeOoBaHMS
110 obecrieueHMI0 6e30MacHOCTY MHGDOPMAIMOHHO-



Te/IeKOMMYHMKAI[MOHHBIX CeTelt, KOTOPbIM MPUCBOEHA OJHA M3 KaTeropmit
3HAUMMOCTY ¥ KOTOPbIe BKIIOUEHBI B pE€CTP 3HAUMMBIX 00EKTOB
KPUTUYECKO MHPOpMalMoHHOV MHGPACTPYKTYPbl, yCTAHABAMUBAIOTCS 110
coriacoBaHmIo € deepasbHbIM OPTaHOM UCIIOTHUTEIbHO BIACTH,
OCyIeCTBSTIoMMUM GYHKIMM 110 BIpAaOOTKe U peann3aium
roCyIapCTBEHHO MOAUTUKY M HOPMATUBHO-IIPAaBOBOMY PEryJIMpOBaHMIO B
o6acTu CBSI3M), @ TaK)Ke TPeOOBaHMSI K CO3[IaHUIO CUCTeM 6e30TacCHOCTH
TaKkuX 06BEKTOB 1 06ecrieueHnI0 nx QyHKIIMOHMPOBaHMS (B GAHKOBCKOIA
cdepe u B MHBIX chepax PMHAHCOBOTO PhIHKA YCTAaHABIMBAET YKa3aHHbIE
TpeboBaHMs I10 coracoBanuio ¢ LleHTpasbHbIM 6aHKOM Poccuiickoii
denepaliun);

5) ocy1iecTBiseT rocygapCcTBeHHbI KOHTPOJIb B 00J1aCTV 0OecIieueHus
6e30IMacHOCTY 3HAYMMBIX 00bEKTOB KPUTHUUECKOI MH(POPMALIMIOHHOI
MHPPACTPYKTYPhI, a TAKKE YTBEepKIaeT GOpMy akTa ITPOBEPKH,
COCTaBJISIEMOTO I10 UTOTaM IIPOBeIeHNMS YKa3aHHOTO KOHTPOJIS.

4. @enepalibHBIN OpraH UCIIOJHUTEIbHO BJIACTU, YIIOJTHOMOUYEHHbI B
o6mactu obecrieueHust GYHKUMOHMPOBAHMS TOCYJaPCTBEHHO CUCTEMbI
OOHaApYKeHMUS, TPeayIIPEXIeHNS U TUKBUIALMN TTOC/IeICTBIIA
KOMITbIOTEPHBIX aTaK Ha MHGOPMAIMOHHbIE pecypchl Poccuitckoii
denepaun:

1) BHOCUT TIpefJIOKeHMS O COBEPIIEHCTBOBAHUM HOPMATUBHO-IIPABOBOTO
peryMpoBaHusi B 06J1aCTy obecrieueHns: 6e30MacHOCTY KPUTHUUECKO
MHbopMalMoHHOI nHPpacTpyKTyphl [IpesunenTty Poccuiickoit @enmeparyn
u (unn) B [IpaButenscTBO Poccniickoit @enepanum;

2) co3aeT HAIMOHAIbHBIN KOOPAMHAIMOHHBIN IIEHTP 110 KOMITbIOTEPHBIM
VMHIIMIEHTAM U YTBEPKAAeT IOJIOKEeHNE O HEM;

3) KOOPAVHUPYET AesITeTbHOCTh CYyObEKTOB KPUTUUECKOIA
MH(pOpMaIMOHHOV MHMPACTPYKTYPHI 110 BOIPOCaM 0OHAPYKEHMS,
npenymnpexaeHus U TMKBUAALNY TTOC/IeICTBUII KOMITbIOTEPHBIX aTak U
pearnpoBaHMsl Ha KOMIIbIOTepHbIe UHIIU/IEHTHI;

4) opra"Hm3yeT ¥ IPOBOJUT OIIEHKY 6€30MacHOCTY KPUTUUECKOM
MHGOPMAIMOHHOI MHPPACTPYKTYPHI;

5) ompepesnsieT nmepeueHb MHGOOPMaIK, TTPEICTABISIEMOI B
TOCYyIapCTBEHHYIO CMCTEMY OOHAPYKEHMS, IPEeIYITPEKIEHNUS U



JUKBUOALMY TIOC/I€ICTBMII KOMITBIOTEPHBIX aTak Ha MH(OpMaIMOHHbIe
pecypcol Poccuiickoin @enepanuu, U OPSAOK ee TpeaCcTaBIeHus;

6) yTBepskHaeT Mnopsaok nHpopmupoBaHus degepasbHOTO OpraHa
MCIIOTHUTEIbHO BJIACTH, YIIOJTHOMOUEHHOTO B 06/1aCTH 06ecrieyeHusI
GYHKIMOHMPOBAHMUS TOCYIAPCTBEHHOI CUCTEMbBI OOHAPYKEeHUS,
npenynpexaeHus U IMKBUAALUY TTOC/TeICTBUIA KOMITbIOTEPHbIX aTak Ha
MHbOpMaIMOHHbIe pecypchl Poccuiickoit @emepaiiyim, 0 KOMITbIOTEPHBIX
MHIIMIEeHTAaX, pearupoBaHus Ha HUX, IPUHSITUS Mep 10 TUKBUAALIUN
MOC/IeCTBUIT KOMITbIOTEPHBIX aTakK, MIPOBEIE€HHbIX B OTHOIIEHUY 3HAUMMbIX
00BEKTOB KPUTUYECKOW MHDOPMAIIMOHHOM MHGPACTPYKTYPHI (B
6aHKOBCKOJI cepe 1 B MHBIX cpepax ¢(MHAHCOBOTO pPhIHKA YTBEPKIAAET
yKa3aHHbII MTOPSIOK 110 COTIaCOBAaHMIO C LleHTpa/libHbIM 6aHKOM
Poccuiickoi @enepanin);

7) yTBepsKAaeT NopsiioK oomMeHa MHpopmMaleii 0 KOMIbIOTEPHBIX
MHLMIEHTaX MeXIY CyObeKTaMy KpUTUIeckoit MHGOpMaluoHHO
MHQPACTPYKTYPbI, MEKAY CYyObEKTaMM KPUTUUECKOI MHGDOPMALIIOHHO
MHGPaACTPYKTYPhI U YIIOTHOMOYEHHBIMM OPTaHAMU MHOCTPAHHBIX
roCyIapCTB, MEXIYHAPOIHBIMY, MEKAYHAPOIHBIMMU
HeIpaBUTeIbCTBEHHbIMIM OPraHM3alMUSIMU U MHOCTPAHHBIMMU
OpraHM3auusiMu, OCYIeCTBIISIOIINMH 1esITeTbHOCT B 00J1aCTH
pearMpoBaHMs Ha KOMITbIOTEpHbIe MHLIMAEHTDI, a TAKKe MOPsSIIOK
MoJIydeHUst CyObeKTaMu KPpUTHUUeCKoit MHPOPMAIMOHHOM MHPaCTPYKTYPhI
mHopManum o cpeCcTBax U criocobax MpoBefeHNs] KOMIIbIOTEPHBIX aTaK U
0 MeToZax UX MpeayrpeskaeHus U 0OGHaApYKeHUS;

8) opranusyeT yCTaHOBKY Ha 3HAUMMBbIX 00bEKTaX KPUTHUUECKO
MHGOPMAIMOHHOM MHPACTPYKTYPBI U B CETSIX 3JIEKTPOCBSI3N,
MCITO/Tb3YEeMBIX JJISI OpraHMu3aIMy B3auMOIeNCTBUS 00beKTOB KPUTUUECKOT
MHGOPMaILMOHHOV MHPACTPYKTYPhI, CPEICTB, MpeaHa3HAYEHHbIX 151
OOHapYKeHUS, TpeayIpexXIeHIs] M TUKBUIALMN TTOC/IeICTBUIA
KOMITbIOTEPHBIX aTaK ¥ pearupoBaHusI Ha KOMITbIOTepHbIe MHI[MIEHTHI;

9) ycTaHaBIMBaeT TpeOOBaHMS K CPEACTBAM, ITpeTHa3HAYEHHbIM JIJIs
OoOHapy>ReHMsI, TPeAyIpesKaeHNs U IUKBUIALMUN TTOCTeCTBU
KOMITbIOTEPHBIX aTaK ¥ PearnpoBaHysI Ha KOMITbIOTepHbIE MHI[UIEHTBHI;

10) yTBepkaaeT MOPSIAOK, TeEXHMUECKMe YCA0BMS YCTAHOBKU U
9KCIUTyaTallu CPeACTB, TIpelHa3HaUeHHbIX AJ1s1 OOHapY>KeHMS,



npeaymnpexaeHus: U TMKBUAALINY TTOC/IeICTBUII KOMITbIOTEPHBIX aTak U
pearMpoBaHMs Ha KOMITbIOTePHbIE MHIMIEHTHI, 38 MCKIIOUeHEM CPEJICTB,
MpeHA3HAUEHHBIX JJIS1 TIOMCKA TPU3HAKOB KOMITbIOTEPHBIX aTakK B CETSX
9IeKTPOCBSI3U, UCIIOIb3yeMbIX JIJIsl OpTraHU3alUy B3aUMOA e CTBUS
00bEKTOB KPUTUYECKOM MHGOPMALIMOHHOM MHPACTPYKTYPHI (B
6aHKOBCKOI1 chepe 1 B MHBIX chepax PMHAHCOBOTO PbIHKA YTBEPKAAET
yKa3aHHbIe TIOPSIIOK U TeEXHMUUECKIMEe YCOBUS 10 COTTIACOBAHUIO C
LlenTpanbHbIM 6aHKOM Poccuiickoit Degepannm).

5. ®epepanbHblii OpraH UCIIOJIHUTENbHON BIACTH, OCYILECTBIISION i1
(GYHKIMM 110 BBIPAOOTKE U peaanusaly rocy1apCTBeHHOM MOJIUTUKA U
HOPMAaTMBHO-IIPABOBOMY PEeryJIMPOBaHNIO B 00JIaCTM CBSI3U, YTBEPXKIAET I10
coryIacoBaHMIO C eiepabHbIM OPTaHOM MCIIOTHUTEIbHO BIACTH,
YIIOJITHOMOYEHHBIM B 00/1aCTy ob6ecrieueHMs] GQYHKIIVMOHMPOBAHMS
rOCYIapCTBEHHO CUCTeMbI OOHAPYKEHMSI, TPeyIIPesKIeHNUS U
JUKBUIAIIMY TTOCTEICTBUI KOMITbIOTEPHBIX aTak Ha MH(OpMaIMOHHbIE
pecypcbl Poccuiickoit @emepanyn, MOpsLoK, TeXHUYECKME YCIOBUS
YCTAHOBKM U 3KCIUTyaTaluu CPeACTB, IpeAHa3HAaUeHHbBIX /I TOMCKa
MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETSIX 3JIEKTPOCBS3U, UCITOIb3yEeMBbIX IIJIS
OpraHM3anuy B3auMOJeiCTBUSI 00 bEKTOB KPUTUUYECKOM MHDOPMAIIIOHHOM

MHOPaACTPYKTYPBHI.

Crarba 7. KateropupoBaHue 06beKTOB KpUTMUECKOIH MHGOPMALMOHHOI
UHpaCTPYKTYpbI

1. KateropupoBaHiue 06beKTa KpUTUUECKOI MHPOPMAIIMIOHHOM
MH(PaCTPYKTYpPhI IIPeACTaB/IsIET COO0I YCTAHOBIEHUE COOTBETCTBUS
00beKTa KpUTUUECKOV MHPOPMALIMOHHOI MHPACTPYKTYPbI KPUTEPUSIM
3HAYMMOCTY ¥ TTIOKA3aTe/IsIM UX 3HaUEeHUIA, IPUCBOEHNE eMy OJHOI U3
KaTeropuit 3HaUMMOCTH, IPOBEPKY CBeJIeHNIT O Pe3y/IbTaTax ee
TIPUCBOEHNS.

2. KaTeropupoBaHue OCy1eCTBISIeTCS UCXOIS U3:

1) coumanbHOM 3HAUMMOCTH, BBIPAXKAIOIIENCS B OlleHKE BO3MOKHOT'O
yiepba, MpUUMHSIEMOTrO XU3HU UM 300POBbIO IO, BO3MOKHOCTY
TIpeKpalleHnst Wi HapyleHus: PyHKIMOHMPOBAHMSI 00bEKTOB
obecreueHus KU3HeAESITeIbHOCTI Hace/IeHNs, TPAHCIIOPTHOM
MHDPACTPYKTYPbI, CeTeli CBSI3M, a TAK’Ke MaKCMMaJIbHOM BpeMeH!



OTCYTCTBUSI JOCTYTIA K TOCYJAPCTBEHHO yCIyTe [IJis MoJTydaTesieii Takoii
YCITyTH,

2) TIOJIUTUYECKOM 3HAUMMOCTH, BbIPaXKaroueics B OLleHKe BO3MOXKHOI'O
NpUUMHEeHus yiiepba nHtepecam Poccuiickoit demepaiiyiy B BOIpocax
BHYTPEHHEe ¥ BHeIlIHe ITOIUTUKY;

3) SKOHOMMYECKO} 3HaUMMOCTH, BbIpaXkalollleiicsi B OleHKe BO3MOXKHOTO
MIPUYMHEHMS TPSIMOTO ¥ KOCBEHHOTO yiep6a cy6beKTaM KpUTUUECKOiA
MHGOPMaIMOHHOI MHOPACTPYKTYpPHI 1 (MIK) 610AKkeTaM Poccuiickoit
Qenepaiuu;

4) 3KOJIOTMYEeCKOM 3HAUMMOCTH, BBIPKAIOILEIACS B OLleHKe YPOBHS
BO3Je/CTBMS Ha OKPYKAIOILYIO Cpeny;

5) 3HAUMMOCTM 06BEKTA KPUTUYECKOH MHDOPMAIIMOHHO MHOPACTPYKTYPHI
I71s1 obecrieyeHMs 0O0POHBI CTPaHbl, 6€30MaCHOCTM TOCYNapCTBa U
ITPABOIIOPSIAKA.

3. YcTaHaBIMBAIOTCS TPY KaTErOPUM 3HAUMMOCTY OObEKTOB KPUTUUECKOM
MHGOPMaIMOHHOM MHOPACTPYKTYPHI - TIepBasi, BTOpasi U TPeThS.

4. Cy6beKThbl KpUTUUECKO¥ MHGOPMaLMOHHOM MHMPACTPYKTYPHI B
COOTBETCTBUM C KPUTEPUSIMU 3HAUMMOCTU U IIOKA3aTeaIMU UX 3HAUeHU, a
TaKKe MOPSAKOM OCYLIeCTBIeHMS KaTeropupoBaHNs IIPUCBaMBaOT OLHY U3
KaTeropui 3HaUMMOCTY MPUHALJIesKaIlM UM Ha IpaBe COOCTBEHHOCTH,
apeH bl UV MHOM 3aKOHHOM OCHOBAHUM 00b€KTaM KPUTUUECKO
mHpopMaIMoHHOV MHPACTPYKTYPhI. EC/M 06BEKT KPUTUUECKO
mH(opMaIMoHHOM MHOPACTPYKTYPhI HE COOTBETCTBYET KPUTEPUSIM
3HaUMMOCTU, ITOKa3aTessIM 3TUX KPUTEepUeB U UX 3HAUeHMSIM, eMy He
[IpUCBauBaeTCs HY OLHA U3 TaKMUX KaTerOpuii.

5. CBemeHus1 0 pe3yabTaTax MPUCBOEHMSI 00BEKTY KPUTUUECKOI
MHGOPMAIMOHHOM MHOPACTPYKTYPhI OTHOM M3 KAaTErOpuii 3SHAUMMOCTY
7160 06 OTCYTCTBUM HEOOXOAMMOCTY MIPUCBOEHMS €My OJHOM U3 TaKuX
KaTeropuit cyobeKTbl KpUTHUUECKOV MHPOPMAIIMOHHOM MHGPACTPYKTYPHI B
MMCbMEHHOM BUJe B NeCSITUIHEBHbI CPOK CO THS IPUHSATUSI UMU
COOTBETCTBYIOIIETrO pelleHNs] HalmpaB/siioT B pefgepaabHbIl opraH
VICTIOJTHUTEIbHO BJIACTU, YITOJITHOMOUYEHHbIV B 06/1aCTU 06ecreueHus
6e301acHOCTY KPUTHUUECKOI MHGOPMAIMOHHO MHPPACTPYKTYPBI
Poccuiickoit @emepaniym, 1Mo yTBepsKIeHHO! UM GopMe.



6. ®enepanbHblil OPTaH UCIIOJHUTEIbHO BJIACTU, YIIOTHOMOYEHHBI B
obs1acTu obecreueHust 6€30MacHOCTY KPUTHUUECKOI MHDOPMAIMOHHOI
uHdpacTpykTypsl Poccuiickoii @enepaiiuy, B TPUALIATUAHEBHBIN CPOK CO
ITHSI TIOJTyUYeHUs CBeIeHM i, YKa3aHHBIX B YACTU 5 HACTOSIIEN CTaThH,
IIpoBepsIeT COOI0IeHNE TTOPSIKA OCYIEeCTBIEHMSI KATETOPUPOBAHMS U
MPaBUILHOCTD IIPUCBOEHMS 00BEKTY KPUTUUECKOI MHOOPMAaILIMOHHO
MHGPACTPYKTYPHI OJHO U3 KaTeropuit 3HaUMMOCTH JIMOO HEeITPUCBOEHUS
eMy HU OLHOM U3 TaKUX KaTeropuii.

7. B cnyuae, eciv cyO'b€KTOM KPUTUUECKOH MHPOPMAIIMOHHOIA
MH(PACTPYKTYPbI COOTIOIEH MTOPSITOK OCYIIECTBAEHMS KATETOPUPOBAHMS U
MpMHAaAJIeXalleMy eMy Ha IpaBe COOCTBEHHOCTM, apeH bl MU MHOM
3aKOHHOM OCHOBaHUM 00'bEKTY KPUTUUECKOI MHGOPMAaI[MOHHO
MHOPACTPYKTYPbI MPAaBUILHO MPUCBOEHA O HA M3 KaTeropuii 3HaUMMOCTH,
denepaibHbIi OpraH UCIOJIHUTEIbHONM BAACTU, YIIOJTHOMOYEHHbBI B
o6mactu obecrieueHust 6e30MaCHOCTY KPUTUUECKOI MHPOPMAaIMOHHO
MHGpacTpyKkTyphl Poccuiickoit @emepanyn, BHOCUT CBEIEHMSI O TAKOM
00BbeKTe KpUTUUECKO MH(POpMaLMOHHO MHGPACTPYKTYPHI B peecTp
3HAUMMBbIX 00EKTOB KPUTHUUECKOV MH(POPMALIMOHHOI MHPPACTPYKTYPHI, O
yeM B JeCSITUIHEBHbIN CPOK YBEIOMJISIETCSI CYObEKT KPUTUUECKO
MHGOPMAIMOHHOM MHPACTPYKTYPHI.

8. B ciiyuae, eciiu ¢eiepaabHbIM OpraHOM MCITOJTHUTE/IbHO BJIACTH,
YIIOJITHOMOYEHHBIM B 00/1aCTy obecrieueH st 6e30MacHOCTY KPUTUUECKOT
mHbopMaIMoHHO1 MHOPacTPyKTYypbl Poccuiickoit denepaiiyii, BoISIBIE€HbI
HapyIlIeHUs MMOPSIAKa OCYIIeCTBIeHNS KaTeropupoBaHus U (MJIn) OObEKTY
KpUTHUUECKOI MHGOPMAaLMOHHOV MHMPaACTPYKTYPhI, TpMHAIeKalleMy Ha
rpaBe COOGCTBEHHOCTM, aPEHIbI MM MHOM 3aKOHHOM OCHOBAHUM CYO'bEKTY
KPUTUYECKOM MHGOPMALIMOHHO MHPPACTPYKTYPhI, HEITPABMIHLHO
MPMCBOEHA OJIHA M3 KaTeropumii 3HAUMMOCTU U (MJIM) He0OOOCHOBAHHO He
MPMCBOEHA HM OAHA M3 TaKUX KaTeropuit u (Mm) CyobeKTOM KPUTUIECKOT
MHGOPMAaIMOHHOM MHQPACTPYKTYPhI IPeCTaB/IeHbl HETIO/IHbIe U (MIIN)
HeJIOCTOBEepHbIe CBeleHUS O pe3yJibTaTax MPUCBOEHUSI TAKOMY 00beKTY
KPUTUYECKOM MHGOPMALIMOHHO MHMPACTPYKTYPhI OAHO 13 KaTeropuii
3HAUMMOCTH JINOO 06 OTCYTCTBUM HEOOXOAMMOCTY MIPUCBOEHUST €MY OJTHO
13 TaKMX KaTeropuii, ¢pemepasbHbIii OPrad UCIIOJTHUTEILHON BIACTH,
YIIOJTHOMOYEHHbIN B 06/71aCTH 06ecrieueHnst 6€30MacHOCTI KPUTUUECKO
MHGOpMaIMOHHOI MHPpacTpyKTypbl Poccuiickoit ®emeparum, B
IeCATUIHEBHBIV CPOK CO AHS MOCTYIUIEHUS TIPeACTaBIeHHbIX CBeLeHMIT



BO3BpalllaeT UX B MMMCbMEHHOM BUEe CyO'beKTy KPUTUUECKO
MHGOPMAIMOHHOM MHOPACTPYKTYPhI C MOTUMBUPOBAHHBIM 000CHOBaHMEM
MIPUYMH BO3BparTa.

9. CyobeKT KpUTUUeCcKoii MHGOPMaLMOHHOM MHGPACTPYKTYPhI TOC/Ie
TIOJTyYeHUSI MOTYMBYPOBAHHOTO 0O0CHOBAHMSI TPUYMH BO3BpaTa CBeIEHMIA,
yKa3aHHbBIX B YaCTU 5 HACTOSIIEN CTaThbi, He 60Jiee YeM B IECSITUIHEBHBIN
CPOK YCTpaHsIeT OTMeueHHble HeJIOCTaTKY ¥ TIOBTOPHO HAIpaBisieT Takue
cBefeHMs B (peepasibHbIV OpraH MCIIOTHUTENIbHO BIACTH,
YIIOJTHOMOYEHHbIN B 06/1acTH 0becrieyeHMst 6€30MacHOCTM KPUTUUECKOM
mHpopMaIMoHHO nHOpPacTpyKTypsl Poccuiickoit enepaiiyn.

10. CBemeHust 06 OTCYTCTBUM HEOOXOAMMOCTY IIPUCBOEHMS OOBEKTY
KPUTHUYECKOI MHGOPMaLMOHHO MHMPACTPYKTYPbl OAHO U3 KaTeropuii
3HAUYMMOCTH TI0CJIe UX ITPOBEPKY HAMPABIISIIOTCS DegepasbHbIM OPraHOM
MCIIOTHUTEIbHO BJACTH, YIIOJTHOMOUEHHBIM B 00/1aCTU 0becrieueHus
6e30IMacHOCTY KpUTUUEeCKOI MH(POpMaIMOHHOM MHPPACTPYKTYPbI
Poccuiickoit ®emepanyi, B TOCYIapCTBEHHYIO CMCTEMY OOHApYKEeHMS,
npeaynpexnaeHns M IMKBUAALMY TTOCaeJCTBMIT KOMIIbIOTEPHBIX aTak Ha
mHopMalMoHHbIe pecypchl Poccuiickoit Demepaiiun, o uem B
JIleCSITUIHEBHBIN CPOK YBEIOMJISIETCSI CYO'bEKT KPUTHUUECKO
MHbOpPMaIMOHHOI MHPPaCTPYKTYPHI.

11. B csiyyae HempeicTaB/IeHNSI CYObEKTOM KPUTUIECKO
MHGOPMAIMOHHOM MHOPACTPYKTYPhI CBeIEHMI, YKa3aHHbBIX B YaCTU 5
HACTOsIIIel cTaTby, hemepaabHbIii OpraH UCIIOIHUTEIbHO BJIACTH,
VIIOJIHOMOYEHHbBI B 00/1aCTV 00ecrieueHs 6€301acHOCTM KPUTUIECKOI
MHGOpMaAIMOHHOI MHPpacTpyKTypbl Poccuiickoit ®emeparium, HarrpaBiasieT
B aZipec yKa3aHHOTO Cy0beKTa TpeboBaHMe 0 HeOOXOAMMOCTY COOTIOIeHMS
MOJIOXKEeHUI HACTOSIIIEN CTaTbU.

12. KaTeropus 3HaUMMOCTH, K KOTOPO OTHECEH 3HAUYMMObIi 0ObEKT
KpUTUYECKO MHPOPpMaLMOHHOI MHGPACTPYKTYPbI, MOXKET ObITh M3MEHeHa
B MMOPSIIKe, TIpeAyCMOTPEHHOM [JIsl KaTeTOpUPOBaHMS, B CI€AYIOIIUX
cIyJasx:

1) 1Mo MOTMBMpPOBAaHHOMY pellleHMI0 heaepayibHOTO OpraHa
VICTIOTHUTEJIbHOJ BJIACTH, YIIOJJHOMOUEHHOTO B 06/1aCTH 06ecreye Hust
6€e301acHOCTY KPUTHUECKOI MHDOPMAIMOHHOM MH(PPACTPYKTYPhI
Poccuiickoit ®enepauym, IPUHSTOMY 110 pe3yJibTaTaM MPOBEPKU,



IIPOBeIEHHOM B paMKax OCYIIeCTBIeHMsI TOCYAapCTBEHHOTO KOHTPOJIS B
o6mactu obecrieueHus: 6e30MaCHOCTY 3HAUMMBbIX 00BEKTOB KPUTUUYECKOT
MHGOPMAIMOHHO MHQPACTPYKTYPHI;

2) B clIyyae M3MeHeHMs 3HaUMMOTO 00beKTa KPUTUIECKOT
MHGOPMAIMOHHO MHDPACTPYKTYPBI, B pe3ybTaTe KOTOPOTO TAKO 00'bEKT
repecTasl COOTBETCTBOBATh KPUTEPUSIM 3HAUMMOCTH U TTOKa3aTeIIM UX
3HaueHMIi, Ha OCHOBAHMM KOTOPBIX eMy ObljIa IIPMCBOEHA OompeieieHHAas
KaTeropusi 3Ha4YMMOCTH ;

3) B CBSI3M C IMKBUIAIMEN, peopraHu3aIeii CyobeKTa KpUTUUeCKOi
MHGOPMaIMOHHOM MHOPACTPYKTYPhI U (MJIN) U3MEHEHMEM ero
OpraHM3alMOHHO-TIPaBOBOI (OPMBI, B pe3y/bTaTe KOTOPbIX ObLIN
M3MeHeHbI MO0 yTpadyeHbl MPU3HAKU CYOBEKTa KPUTUUECKO
MHGOPMAIMOHHO MHPPACTPYKTYPHI.

Cratbg 8. PeecTp 3HauMMbIX 06bEKTOB KPUTUUECKOIH MH(OPMALMOHHOM
UHpPaCTPYKTYpbI

1. B tesisix yyeTta 3HaUMMBbIX 00b€KTOB KPUTHUECKOI MHPOPMaIMOHHOM
mHppacTpyKkTyphl dhelepanbHblii OpraH UCTIOJTHUTENbHO BIACTH,
YIIOJTHOMOYEHHbIN B 0671aCTH 0becrieueHMst 6€30MacHOCTM KPUTUUECKO
MHbopMaIMOHHOI MHPpacTpyKTypbl Poccuiickoit ®enepaiiuu, BeieT
peecTp 3HAYMMbIX 06'bEKTOB KPUTUUECKOI MH(POPMAIMOHHO
MH(PacTPyKTYyphl B YCTAHOBJIEHHOM MM TNOpsifke. B maHHbI peecTp
BHOCSITCS CJIeyIol/ie CBeJeHUsI :

1) HaMMeHOBaHMe 3HAUMMOTO 00'beKTa KpUTHUUYeCKoi MHOpMallMOHHOM
MH(PaCTPyKTYpHI;

2) HaMeHOBaHMe CyObeKTa KpUTHUUeckoit MHPopMalMoOHHOI
MH(PaCTPyKTYpHI;

3) cBeeHMSI O B3aMMOJIeMICTBMM 3HAUMMOTO 00BbEKTa KPUTUUECKOIA
MHGOPMAIMOHHOI MHQPACTPYKTYPhI U CETEI JIEKTPOCBSI3N;

4) cBeieHMSI O JIlie, SKCIUTYaTUPYIOIEM 3HAUMMbI 00bEKT KPUTUUECKOIA
MHGOPMAIMOHHO MHPPACTPYKTYPHI;

5) kaTeropusi 3HaYMMOCTH, KOTOPasl MPUCBOEHA 3HAUMMOMY 0OBEKTY
KpUTUYECKOi MHPOpMaLMOHHOV MHPPACTPYKTYPHI;



6) cBeieHUSI O TIPOTPAMMHBIX U ITPOrPaMMHO-anIapaTHbIX CPeACcTBaX,
MCIIO/Tb3YEeMbIX HAa 3HAUMMOM 0O0bEKTE KPUTUUECKOI MHGPOPMAIMOHHO

MHPPaCTPYKTYPBHI;

7) Mepbl, IpUMeHsieMble 151 obecrieueHnst 6e30MacHOCTY 3HAYMMOTO
00beKTa KPUTHUUYECKOM MHPOPMAIIMOHHOI MHDPACTPYKTYPHI.

2. CBelleHUs U3 peecTpa 3HAYMMbIX 00bEKTOB KPUTUUECKOM
MHGOPMAaIMOHHOM MHAPACTPYKTYPbl HATIPABJISIIOTCS B TOCYIaPCTBEHHYIO
cucTeMy OOHApYKeHUSI, TPeaYIIPesKAeHUS M IMKBUAAIUY ITOC/IeICTBU
KOMITbIOTEPHBIX aTaK Ha MHGOPMAIMOHHbIe pecypchl Poccuitckoii
Qenepainu.

3. B ciryuae yTpaThl 3HAUMMBIM 00BEKTOM KPUTUUYECKOI MHGDOPMaIlMOHH O
MHGPaACTPYKTYPbI KATETOPMM 3HAUMMOCTM OH MCK/IIouaeTcs dheepansbHbIM
OpraHoOM MCIIOJIHUTEbHO BJIACTH, YITOTHOMOYEHHBIM B 00/71aCTH
obecrieueHnst 6€30MACHOCTY KPUTUUECKOI MHDOPMaLIMOHHO
MHGpacTpykTypbl Poccuiickoit @emepaiiin, 3 peectpa 3HaUMMBbIX
00BEKTOB KPUTHUUECKOI MHPOPMaLIMOHHOI MHDPACTPYKTYPHI.

Cratba 9. [paBa U 0693aHHOCTH CY6LEKTOB KPUTHUECKON MH(POPMALLUOHHOI
MHPACTPYKTYPbI

1. CyObeKTbl KpUTHUUYECKO MHMDOpMaIMOHHOM MHGPACTPYKTYPhl UMEIOT
IpaBo:

1) mosryuaTh OT dheepasbHOrO OpraHa UCIIOJIHUTEIbHO BJIACTH,
YIIOJITHOMOYEHHOTO B 06/1aCTH 06ecrieueHust 6e30MacHOCTM KPUTHUUECKO
MHbOopMaIMOHHOI MHPpacTpyKTypbl Poccuiickoit ®enepaiiuu,
mHpopMaImio, He06XOAMMYIO IJ1s1 obecrieueHMst 6€30MacHOCTM 3HAUMMbBIX
00BeKTOB KpUTHUUECKO MHPOPpMaLMOHHO MHDPACTPYKTYPHI,
MIpMHAAJIeXalMX MM Ha IMpaBe COOCTBEHHOCTH, apeHAbl I MHOM
3aKOHHOM OCHOBaHMM, B TOM UMCJjie 00 yrpo3ax 6e30macHOCT
06pabaThIBa€MOi TAKMMU 00beKTaM¥ MH(POPMaLK U YI3BUMOCTHU
MIPOrpaMMHOTO 0becrieueHust, 060PyIOBaHMUS U TEXHOIOTUIA,
MCIIOTb3yeMbIX Ha TaKMX 00bEKTax;

2) B IOpsiiKe, yCTaHOBJIEHHOM (e/lepaibHbIM OPTaHOM UCIIOTHUTEIbHOM
BJIaCTH, YIIOTHOMOYEHHBIM B 06s1acTy obecreueHys: GyHKIMOHUPOBAHUS
rOCyIapCTBEHHOJ CUCTeMbl OOHAPY>KeHUS, TIPeIyIIPEXIeHNS U



JUKBUOALNY TIOC/IeICTBMII KOMITBIOTEPHBIX aTak Ha MH(OpMaIMOHHbIe
pecypcol Poccuiickoit @emepanun, moayyaTbh OT YKa3aHHOTO OpraHa
MHGOPMAIIMIO O CPeICTBAaX M CIIOCOOax MPOBeIeHNsI KOMITbIOTEPHBIX aTak, a
TaKke 0 MeTO/IaxX UX MpeayIpeskIeHnus] U 00OHAPYKeHMS ;

3) mpy HaauMuuy coryacus dbenepasbHOTO OpraHa MCIIOJHUTENbHOM BIACTH,
YIIOJTHOMOYEHHBIM B 06s1acTy o6ecrieueHyst GyHKIMOHUPOBAHUS
rOCyJapCTBEHHO CUCTeMbI 0OHAPYKEHVS, TPeAYITPesKAeHNS U
JIVKBUIALIVY TTOC/TIEACTBUI KOMITBIOTEPHBIX aTaK HAa MHGOPMAIIMOHHbIE
pecypcbl Poccuiickoit @enepaiium, 3a CBOii CUeT MpuobpeTaTh, apeHI0BaTh,
yCTaHABIMBATh ¥ OOCITYKMBATh CPEICTBA, ITpeHA3HAUEHHbBIE 1T
o6GHapyKeHMs, TIPeayTIPesKAeHNS U IMKBUAAIMA TTOC/IeICTBUI
KOMITbIOTEPHBIX aTaK M pearupoBaHysl HA KOMITbIOTEPHbIE MHIMIEHTHI;

4) pa3pabaThIBaTh M OCYLIECTBISITh MEPOIIPUSITHS IO 06eCIIeueHUI0
6e301acHOCTY 3HAUMMOTI'0 00bEKTa KPUTUUYECKON MHPOPMAIMOHHOI

MHGPACTPYKTYPBHI.

2. CyO'beKTbI KpUTUIECKOM MH(POPMaLMOHHOM MHDPACTPYKTYPhI 00SI3aHBbI:

1) He3ameaIUTEIbHO MH(POPMMUPOBATH O KOMITbIOTEPHBIX MHIIUAEHTAX
dbenepanbHbIii OpraH UCIOJIHUTEILHON BIACTH, YIIOJTHOMOYEHHBI B
obsacTy obecrnieueHMsT GYHKIIMOHMPOBAHMS TOCYIapCTBEHHO CUCTEMBbI
OOHapY>KeHMsI, TPeAyIpesKaeHNs U IUKBUIAIMN TOCIeCTBU
KOMITbIOTEPHBIX aTak Ha MH(OpMaIMOHHbIe pecypchbl Poccuiickoit
denepaiyu, a Takke LieHTpanbHbIil 6aHK Poccuiickoit ®emgepanynu (B
cJIyJae, eciiy CyObeKT KpUTHMUECKOi MHDOPMAIMOHHO! MHPPACTPYKTYPbI
OCYILeCTBJISIET A esITeIbHOCTh B 0AHKOBCKOI cpepe 1 B MHBIX chepax
(uHaHCOBOTO pPbIHKA) B YCTAHOBJIEHHOM YKa3aHHbIM (eiepaabHbIM
OpraHOM VCIIOJIHMTE/IbHO BJIACTY IOPSIZIKe (B GAHKOBCKOI cpepe U B MHBIX
chepax pMHAHCOBOTO PhIHKA YKA3aHHbINM MTOPSTIOK YCTAHABIMBAETCS 10
corynacoBanmio ¢ lleHTpanbHbIM 6aHKOM Poccuiickoit Denmepatun);

2) OKa3bIBaTh COMEICTBIME NODKHOCTHBIM IULaM (enepasbHOro opraHa
VICTIOJTHUTEJIbHO BJIaCTH, YIIOJITHOMOUEHHOTO B 006/1acTU 06ecrieueHusI
GYHKIMOHMPOBAHMUS TOCYNAPCTBEHHOM CUCTEMbI OOHAPYKeH U,
npenynpexaeHus U IMKBUAALUY TIOC/TeICTBUIA KOMITbIOTEPHbIX aTak Ha
mHopMalMoHHbIe pecypchl Poccuiickoii @efepalivin, B 00HaApysKeHUN,
npeaynpexIeHn U IMKBUIALMY TIOCAeNCTBU KOMIIBIOTEPHBIX aTak,
YCTAHOBJIEHUY MTPUYMH U YCIOBUI BOSHUKHOBEHMSI KOMITbIOTEPHBIX



VMHIUOEHTOB,

3) B cJiyyae yCTaHOBKM Ha 00beKTax KpUTHUUeCKoi MHPOopMalMOHHOI
MH(PaCcTPyKTYphI CPEICTB, NIpeJHa3HAUEHHBIX [/ OOHapykKeH M,
NpenyrpexxaeHus U IMKBUALUY TTOC/IeJCTBU KOMIIbBIOTEPHBIX aTak U
pearnpoBaHMs Ha KOMITbIOTePHbIE MHIIMIEHThI, 00eCIeYBaTh BbITIOJHEHE
MOPSIIKA, TEXHUYECKNUX YCIIOBUI YCTAHOBKM U IKCIUIyaTalM TaKUX
CpenCTB, UX COXPAaHHOCTb.

3. Cy6beKThl KpUTUUECKOV MHGOPMAIMOHHOM MHPPACTPYKTYPbl, KOTOPbIM
Ha TpaBe COOCTBEHHOCTM, apeH Ibl MM MHOM 3aKOHHOM OCHOBaHUU
MIpUHAaJJIeXaT 3HauMMble 00beKTbl KpUTUUECKOI MHPOPMaLMOHHOI
MH(PaCTPYKTYpPbl, HAPSILY C BHITIOTHEHMEM 00sI3aHHOCTeI,
MpeyCMOTPEHHBIX YAaCThIO 2 HACTOSIIIEN CTaTh!, TAKKe 0OSI3aHbI:

1) cobmomaTh TpeboBaHMS M0 00ecIeyeH0 6e30ITaCHOCTY 3HAUMMBbIX
00BEKTOB KPUTUYECKOW MHDOPMALIMOHHOM MHGPACTPYKTYPHI,
yCTaHOBJIeHHbBIE (eJlepaibHbIM OPTaHOM MCIIOJIHUTENbHO BIACTH,
YIIOJITHOMOUYEHHBIM B 00/1aCTy obecrieueHnst 6€30MacHOCTY KPUTUIECKOT
mHbopMaIMoHHO1 MHOPACTPYyKTypbl Poccuiickoit ®enepanyin;

2) BBITIOJIHATD TPeANCAHNS JOJKHOCTHBIX NI (heepaabHOrO opraHa
VICTIOJTHUTEIbHO BIACTH, YIIOTHOMOUEHHOTO B 006J1aCTH 0OecrieueHus
6e30MacHOCTY KPUTUUECKOI MHGOPMAIMOHHOI MH(PaCTPYKTYPhI
Poccuiickoit ®emepanym, 06 ycTpaHeHMY HAPYIIEHN B YaCTY COOTIOIe HUSI
TpeboBaHMIi IO 0becrevyeH 0 6€30MaCHOCTY 3HAYMMOTO 00beKTa
KPUTUYECKOI MHPOPMaLMOHHO MHPPACTPYKTYPbI, BbIAAHHBIE STUMU
JIMIIAMM B COOTBETCTBUY CO CBOEH KOMITeTEHIIMEI;

3) pearMpoBaTh Ha KOMITbIOTEPHbIE UHIIUAEHTHI B IIOPSAKe, YTBEPXKIEHHOM
dbenepasbHbBIM OPTaHOM UCITOTHUTEIbHO BIACTU, YIIOTHOMOUYEHHBIM B
obacTy obecrieueHNsT GYHKIIMOHMPOBAHMS TOCYIapCTBEHHOM CUCTEMBI
o6GHapyKeHUs, TIpeayTIpeskAeHUs U IMKBUAAIMA TTOC/IeICTBU
KOMITbIOTEPHBIX aTaK Ha MHGOPMaIMOHHbIe pecypchl Poccuiickoii
®depepauyy, IPUHUMATDL MePBHI 110 TUKBUAALUM ITOC/IeACTBUN
KOMITbIOTEPHBIX aTaK, TPOBEIeHHbBIX B OTHOIIEHUY 3HAUMMbBIX 00BEKTOB
KpPUTHUYECKOI MHGOPMAaLMOHHO MHDPACTPYKTYPhI;

4) obecreunBaTh 6eCIIPENITCTBEHHbIN JOCTYIT JOIKHOCTHBIM JIMIIAM
(dbenmepasbHOrO OpraHa MCIOJHUTEIbHOI BJIACTY, YIIOJTHOMOYEHHOTO B



obyacTy obecrevueHust 6€30MacHOCTM KPUTHUUECKOI MHOOPMAIMOHHOIM
mHbpacTpykTypbl Poccuiickoit ®emepaliiny, K 3HaUMMbIM 00bEKTaM
KpPUTHUYECKOI MHGOPMaLMOHHO MHMPACTPYKTYPhI P peannsaumumn
3TUMU JIMLIAMU [TI0JITHOMOYMIA, TIPeLyCMOTPEHHBIX CTaTbel 13 HacTos1Lero
@enepaibHOrO 3aKOHA.

Cratbsa 10. Cucrema 6e30nacHOCTM 3HAUMMOTO 0OBLEKTA KPUTUYECKOIA
MHPOPMaLMOHHON MHPPACTPYKTYPbI

1. B ensix obecrieueHus 6e30MacHOCTY 3HAYMMOTO 00bEKTa KPUTUUECKOI
MHGOPMAIMOHHOM MHPACTPYKTYPhI CYOBEKT KPUTUIECKOIA
MHGOPMAIMOHHO! MHOPACTPYKTYPBI B COOTBETCTBUM C TPEOOBAHUSIMU K
CO3JAaHUIO CUCTEeM 0e30MaCHOCTY TaKUX 0OBEKTOB M 00eCIIeYeHMI0 UX
(OYHKUMOHMPOBAHMUS, YTBEPKAEHHBIMY (PefgepasbHbIM OPTaHOM
MCIIOTHUTEIbHO BJIACTH, YIIOJTHOMOUEHHBIM B 00/1aCTU 0becIieueHus
6e30IMacHOCTY KpUTUUECKOI MH(POPpMaIIMOHHO MHPPACTPYKTYPbI
Poccuitckoit denmepaninm, co34aeT CUCTeMY 6€30MMaCHOCTY TaKOTO 00beKTa U
obecreunBaeT ee PyHKIIMOHMPOBAHME.

2. OCHOBHBIMM 33Jja4aMM CHCTEeMbI 6€30I1aCHOCTY 3HAUMMOTIO 00bEeKTa
KpUTUYEeCKOi MHPOpMalMoHHO MHGPACTPYKTYPHI SIBJISIOTCS :

1) mpemoTBpalleHye HeIIpaBOMEPHOTO IOCTYIIa K MHGbOpMaLnu,
oOpabaTbiBaeMOit 3HAUMMbIM 00bEKTOM KPUTHUUYECKOH MHPOPpMaLMOHHOA
MH(PaCcTPyKTYpbl, YHUUTOXEHMS TaKOi MHpOpMaLumu, ee
MoaubuIMpoBaHusl, 6JI0OKMPOBaHMSI, KOITMPOBAHMS, TIpef0CTaBlIeHUs U
pacrpocTpaHeHMs], a TaKKe MHbIX HeITPAaBOMEPHBIX AeliCTBUII B OTHOLIEHUN
Takoi uHpopmaluu;

2) HeJIOIyIeHMe BO3EeIiCTBUSI Ha TEXHUYECKIMe CpeIcTBa 00paboTK
mHpopMaIMu, B pe3yabTaTe KOTOPOTO MOXKET ObITh HAPYIIEHO U (MJIN)
MpeKpanieHo GYHKIMOHMPOBaHEe 3HAUMMOT0 00beKTa KPUTUYE CKOIA
MHGOPMAIMOHHOM MHQPACTPYKTYPHI;

3) BoccTaHOB/IeHME (QYHKIMOHMPOBAHMS 3HAUMMOTO 06'bEeKTa KPUTUUECKOIA
MHGOPMAIMOHHOI MHPPACTPYKTYpPhbl, 00eCrIeuBaeEMOro B TOM UMCJIe 3a
CUeT CO3HaHMs U XpaHeHMSI pe3ePBHBIX KOIMIT HEOOXOIMMOIA IJ1s1 STOTO
MHbopmaluu;

4) HenrpepbIBHOE B3aMOAENCTBME C TOCYAAPCTBEHHON CUCTEMOT



OOHapy>ReHMsI, TPeAyIpesKaeHNUs U IUKBUIALMN TTOCTeCTBU
KOMITbIOTEPHBIX aTak Ha MH(OpMaIMOHHbIe pecypchbl Poccuiickoit
demepanun.

Cratba 11. Tpe6oBaHus no obecneyeHnto 6e30nNacHOCTM 3HAUMMbIX 06LEKTOB
KpUTMYECKOM MH(OPMaLMOHHOH MHDPACTPYKTYpbI

1. Tpe6oBaHuMs Mo obecreueHnIo 6€30IMacHOCTY 3HAUMMbIX 00BEKTOB
KPUTUYECKO MH(POPpMaLOHHOI MHGPACTPYKTYPhI, YCTAHABIMBAEMbIE
dbenepanbHbIM OPTaHOM MCITOTHUTEIbHO BIACTU, YIIOTHOMOUYEHHBIM B
obyacTy obecrieueHust 6€30MacHOCTY KPUTUUECKOM MHOOPMaLMOHHO
nHbpacTpykTypsl Poccuiickoit ®emepanyu, nuddepeHINPYIOTCS B
3aBMCHMMOCTM OT KaTeropuy 3HAUMMOCTH 00bEKTOB KPUTUUECKOIA
MHGOPMAIMOHHOI MHDPACTPYKTYPhI ¥ STUMU TPEOOBAHUSIMMU
MpeayCMaTpUBAIOTCS

1) mmaHupoBaHue, pa3paboTKa, COBEPIIEHCTBOBAHME U OCYIIECTBJIEHME
BHEJIpEHMST MEPOIIPUSITHI O o6ecrieueHnIo 6e30MacHOCTH 3HAUMMBbIX
00BEKTOB KPUTMUECKOI MHPOPMALIMOHHOI MHMPACTPYKTYPHI,

2) MPUHSTHE OPTaHMU3ALMOHHBIX ¥ TEXHUYECKUX Mep JIJIs1 o0ecIieueHus
6e30IMacHOCTY 3HAUYMMBIX 00bEKTOB KPUTHUUECKOI MH(POPMALIIOHHOI

MHOPACTPYKTYPHI;

3) yCTaHOBJIeHM e [1apaMeTPOB U XapaKTePUCTUK ITPOrPaMMHBIX U
MIPOrpaMMHO-aMNMapaTHbIX CPeJCTB, IPUMEHSIeMBIX ISl 0OecTieYeHsI
6€301acHOCTY 3HAYMMBIX 00bEKTOB KPUTUUECKO MHGDOPMAIIMOHHOIA

MHOPaACTPYKTYPBHI.

2. TocypapcTBeHHbIe OPraHbl ¥ POCCUIICKME IOpUAUYEeCKMe INLA,
BBITIOTHSIOIIME QYHKIMM 110 pa3paboTke, TPOBeIeHMIO WK peannsaium
rOCyZapCTBEHHO MOAUTUKY U (MIM) HOPMaTUBHO-TIPABOBOMY
pery1nMpoBaHMIO B YCTAHOBJIEHHOI cdepe IesiTeIbHOCTH, 0 COTIaCOBAaHUIO
¢ pemepanbHBIM OPraHOM MCIIOJHUTEIbHOI BJIACTY, YIIOJTHOMOUYEHHBIM B
o6mactu obecrieueHust 6e30MaCHOCTY KPUTUUECKOI MHPOPMAaIMOHHO
MHGpacTpyKTyphl Poccuiickoit demepanym, MOTyT YCTaHABIMBATh
IOTIOJTHUTE/IbHbIE TpeboBaHMs 110 obecrieyeH0 6e30MacHOCTY 3HAUMMBbIX
00BEKTOB KPUTUYECKOM MHDOPMALIMOHHOM MHGPACTPYKTYPbI, COmepsKaiue
0Cc06eHHOCTH DYHKIIMOHMPOBAHMS TAKUX OObEKTOB B YCTAHOBIEHHO
cdhepe meaTeIbHOCTH.



Cratba 12. OueHka 6e30nacHOCTM KPUTUYECKOI MHOPMALMOHHON MHPPACTPYKTYPbI

1. O1ieHKa 6€30MacCHOCTY KPUTHUUECKOI MHPOPMAIMOHHOM
MHGPaACTPYKTYPhI OCYIIeCTBIIsIETCS PeepaJbHbIM OPraHOM
MCIIOTHUTEIbHO BJIACTH, YIIOJTHOMOUEHHBIM B 00/1aCTU 0bOecIieueHus
(GYHKIIMOHMPOBAHMUS TOCYIAPCTBEHHOI CUCTEMBI OOHAPYKEeH U,
NpenyrnpexaeHns v IMKBUIALMY TOC/IeNCTBUIA KOMIIbBIOTEPHBIX aTak Ha
MHGOpMaIMOHHbIe pecypchl Poccuiickoit demepanym, B LEIsIX
MIPOTHO3MPOBAHMSI BO3HUMKHOBEHMSI BO3MOKHBIX YTPO3 6€30MacHOCTH
KPUTHUUECKOI MHDOPMAaLMOHHOM MHGPACTPYKTYPhI U BIPAOOTKYM Mep 10
MOBBIIIIEHUIO YCTONUMBOCTU ee QYHKI[MOHMPOBAHMS IIPU TPOBEAEeHUN B
OTHOILIEHUM ee KOMITbIOTEPHBIX aTak.

2. TIpu ocyiiecTBIeHNM OLleHKY 6€30MacHOCTM KPUTUUECKO
MHGOPMAaIMOHHOM MHOPACTPYKTYPhI IPOBOUTCS aHAJIN3:

1) maHHBIX, MOTyYaeMbIX IPU UCII0JIb30BaHUM CPEICTB, MpeJHa3HaYeHHbIX
IIJIST OOHAPY>KeHMS, TPeayIpeskaeHNs U JIMKBUIALA TT0CIeICTBU
KOMIIbIOTEPHBIX aTakK ¥ pearupoBaHMs Ha KOMIIbIOTePHbIe MHIIUIEHTbI, B
TOM UMcjIe MHQOpMaLuuu 0 HAIMIUYU B CETSIX JIEKTPOCBSI3U, UCITOTb3YEMbIX
JIJISI OpraHu3anyy B3auMOIeiiCTBUSI 00beKTOB KPUTUUECKOI
MHGOPMAIMOHHOI MHPPACTPYKTYpPhl, TPU3HAKOB KOMITbIOTEPHBIX aTaK;

2) uadopmauum, npecTaBaseMoit CyobeKTaMu KpUTUIeCKO
MHGPOPMAaIMOHHOI MHOPACTPYKTYphI U PefepasbHbBIM OpraHOM
MCTIONTHUTEIbHO BJACTH, YIIOJTHOMOUEHHBIM B 00/1aCTU 0becrieueHus
6e30macHOCTY KPUTHUYECKOV MHPOPMAIMOHHOM MHPPACTPYKTYPBI
Poccuiickoit demepanyn, B COOTBETCTBUM C IEpeUHeM MHGOPMAaLIMK U B
nopsiike, onpeaensieMbiMu pefepaabHbIM OPraHOM UCIIOJIHUTEbHOIA
BJIACTH, YIIOJTHOMOYEHHBIM B 06s1acTy obecriedeHst GyHKIMOHUPOBAHUS
rOCyIapCTBEHHOJ CUCTeMbl OOHAPY>KeHUS, IIPeLyIIPEXIeHNS U
JVKBUZALMY TTOCTeICTBUI KOMIIbIOTEPHBIX aTaK Ha MHPOpMAaIMOHHbIe
pecypchl Poccuiickoit @enepaiiin, a Takoke MHBIMU He SIBISTIOLMMMUCS
CyObeKTaMy KpUTUYECKOH MHODOPMAIIMOHHO MH(PACTPYKTYPhI OpraHamMu
M OpraHu3auusiMu, B TOM 41c/ie MHOCTPAHHBIMU U MEKIyHAPOIHBIMMU;

3) cBeeHMit, MpeiCTaBISIEMbIX B TOCYIapCTBEHHYIO CUCTEMY OOHAPYKEHMSI,
npenynpesxxaeHus M IMKBULALMY TT0CAeICTBUIT KOMIIbIOTEPHBIX aTaK Ha
MHGOpMaIMOHHbIe pecypchl Poccuiickoit demepanyy Mo UToraM
IIpOBeIeHMSI TOCYJapCTBEHHOTO KOHTPOJISI B 06/71aCTH 0OecIieyeHus



6e30MacHOCTY 3HAUMMbIX 00bEKTOB KPUTUUECKO MHDOPMALIMOHHOIA
MH(PaCTPYKTYpbl, 0 HAPYLIEHUY TPeOOBaHMIi 110 0becrieueH 0
6e30MacHOCTY 3HAUMMbBIX 00bEKTOB KPUTUUECKOT MHGMOPMAIIMOHHOIA
MH(PaCTPyKTYpHl, B pe3yJibTaTe KOTOPOTO CO3J,al0TCs MPeIIOChIIKA
BO3HMKHOBEHMS KOMIIbIOTePHBIX MHINIEHTOB;

4) uHoit nHdopMauuu, moyyaeMoii pemepaabHbIM OpraHOM
VICTIOJTHUTEJIbHO BJIACTH, YIIOJITHOMOUYEHHBIM B 0671aCTU 0becrieueHus
GYHKUMOHMPOBAHMUS TOCYNAPCTBEHHOM CUCTEeMbI OOHAPYKeH U,
NpenyrnpexaeHns U IMKBUALMY TOC/Ie[CTBUI KOMIIBIOTEPHBIX aTak Ha
mHpopMalMoHHbIe pecypchl Poccuiickoii @enepaiiny, B COOTBETCTBUM C
3aKOHOaTebCTBOM Poccniickoi ®enepaunn.

3. [lis1 peanu3sanuu MooXKeHU, mpeayCMOTPEHHBIX yacTamMu 1 u 2
HACTOSII el cTaThy, hemepaybHblii OpraH UCIOJTHUTETbLHONM BIACTH,
YIIOJTHOMOYEHHbIN B 00/1acTy obecrieueHnst PyHKIMOHMPOBAHMS
rOCyIapCTBEHHO CCTeMbI OOHAPYKEeHMSI, TIPeyIIpesKaeHNUs U

JUKBUI QLMY TTOCTeCTBUI KOMITbIOTEPHBIX aTak Ha MH(OpMaIMOHHbIE
pecypcbl Poceniickoit @emepanum, OpraHu3yeT YCTAHOBKY B CETSIX
37IeKTPOCBSI3M, UCIIOJIb3yEMBbIX JIJISI OpraHM3al My B3aMMOAEeCTBUS
00BEKTOB KpUTUUECKO MH(POPMaLIMOHHO MHGPACTPYKTYPbl, CPEACTB,
NpeaHa3HauYeHHbIX [IJIs TT0MCKa MPU3HAKOB KOMITbIOTEPHBIX aTak B TAKUX
CeTsIX 37IeKTPOCBSI3N.

4. B enisix pa3paboTKM Mep 10 COBEPIIeHCTBOBAHMIO 6€30MacHOCTH
KpUTHUYECKOI MHGOpMaLMOHHO MHDPACTPYKTYpPhI (pefiepanibHbIit OpraH
VICTIOJTHUTEIbHO BJIACTM, YITOJITHOMOUYEHHbIV B 06/1aCTV 00ecrieue Hus
(GYHKIMOHMPOBAHUS TOCYJapCTBEHHO CUCTEeMbI OOHAPYKeHUS],
npenynpexxnaeHus U IUKBUAALUY TTOCAeNCTBUIT KOMIIBIOTEPHBIX aTak Ha
nHbopMalMoHHbIe pecypchl Poccuiickoit denepatinm, HarpaBJseT B
dbenepanbHbIii OpraH UCIOJIHUTEIbHON BAACTU, YIIOJTHOMOUYEHHbBI B
o6sacTu obecrieyeHNs: 6€30MacCHOCTY KpUTUUECKOI MHOOpMaLMOHHO
mHbpacTpykTypbl Poccuiickoit @emepaiinu, pe3yabTaThl OCYIeCTBICHMS
OIIeHKM 6e30MaCcHOCTM KPUTHUUECKOV MH(POPMaLIMOHHO MHPPACTPYKTYPHI.

Cratba 13. FocynapCcTBeHHbIA KOHTPO/bL B 06n1acTH 06ecnevenns 6esonacHocTyH
3Ha4YUMbIX 06BEKTOB KpUTHUECKON MH(OPMALIMOHHOI MHPPACTPYKTYPbI

1. TocymapcTBeHHbBI KOHTPOJIb B 00/1acTU obecrieyeHst 6e301acHOCTH



3HAUMMBIX 00BEKTOB KPUTUUECKOI MHDOPMAaLMOHHOM MHDPACTPYKTYPhI
MIPOBOAMTCS B LIEJISIX IPOBEPKM COOJIONEeHUS CYOBeKTaMM KPUTUUECKOA
MHGOPMAIMOHHOI MHOPACTPYKTYPhI, KOTOPHIM Ha IpaBe COGCTBEHHOCTH,
apeH bl MJIM MHOM 3aKOHHOM OCHOBAHMM IIPMHA/JIEKAT 3HaUYMMble
00BbEKTHI KPUTUUECKOI MHPOPMAIIMOHHOM MHPPACTPYKTYPbI, TpeOOBaAHMIA,
YCTaHOBJIEHHBIX HacTosAIMUM PeiepaJbHbIM 3aKOHOM U TIPUHSITHIMU B
COOTBETCTBUM C HUM HOPMAaTMBHBIMM IIPABOBBIMM aKTaMM. YKa3aHHbI
TOCYIAapCTBEHHbI KOHTPOJIb IIPOBOAUTCS ITyTEM OCYIIECTBIEHUS
(bemepaabHBIM OPraHOM VCIIOJTHUTENIbHOI BJIACTH, YIIOJTHOMOYEHHBIM B
obacTy obecrevueHust 6€30MacHOCTM KPUTUUECKOI MHOOPMAIMOHHOIM
mHdpacTpykTypbl Poccuiickoit @emepaliny, MIaHOBBIX MM BHEIJIAHOBBIX
IIPOBEPOK.

2. OcHOBaHMEM OJIsT OCYLIeCTBJICHUS IJIAHOBO ITPOBEPKU ABJISAETCA
ncTeueHme Tpex JjeT Co JHs:

1) BHeceHMsI cBeieHMI1 006 06beKTe KPUTUUECKOi MHDOPMaLIOHHO
MH(PACTPYKTYPhI B peeCcTp 3HAUMMbIX 06'b€KTOB KPUTUUECKOT
MHGOPMAIMOHHO MHQPACTPYKTYPHI;

2) OKOHYaHMSI OCYILeCTBIEHMS TTOC/IeJHE N IJIAaHOBOM TPOBEPKU B
OTHOILIEHUM 3HAUMMOTO 0ObEKTa KPUTUUYECKOI MHPOPMAIMOHHOT

MHOPPaACTPYKTYPBHI.

3. OcHOBaHMeM JJ151 OCYIIeCTBIEHNSI BHEIIJIAHOBO IIPOBEPKU SIBJISIETCS :

1) ucTeuyeHne CpOKA BHITIOTHEHNUS CYOBEKTOM KPUTUUECKOM
MHGPOPMAaIMOHHOI MHQPACTPYKTYPhI BbIIAHHOTO (eepaabHbIM OpraHOM
VICIIOJTHUTEIBHO BJIACTM, YITOJITHOMOUEHHBIM B 06/1aCTV 06ecrieue HusI
6e30MacHOCTY KpUTUYeCKOI MHPOpMalMOHHOM MHPPACTPYKTYPbI
Poccuiickoit @enepanyu, mpeamncainus 06 yCTpaHeHU! BbISIBIEHHOTO
HapylleHus TpeboBaHMII 110 obecrieueH 0 6e30MaCHOCTY 3HAUMMBbIX
00BEKTOB KPUTUYECKOW MHDOPMAIIMOHHOM MHBPACTPYKTYPHI;

2) BOSHUMKHOBEH/E KOMIIbIOTEPHOTO MHIUIEHTA, MOBJAEKIIEro HeraTuBHbIE
MOCJ/IeICTBYUSI, HA 3HAUMMOM 00bEKTe KpUTUUECKOM MH(POPMaLIIOHHOI

MHOPaACTPYKTYPHI;

3) mpukas (pacropsibkeHue) pykoBoauTess heaepajbHOrO OpraHa
MCIIOJTHUTEIBHO BJIACTM, YITOJITHOMOUEHHOTO B 006/1aCTV 06ecrieueHust
6e30MacHOCTY KpUTUYeCKO MHPOopMalMoHHOM MHPPACTPYKTYPbI



Poccuiickoit @epgepaunn, M3gaHHBIV B COOTBETCTBUM C IIOPYYEHNEM
IIpe3sunpenta Poccuiickoin @enepauun miu [Ipasurenbcta Poccuiickom
denepaiyy MO0 Ha OCHOBAHMM TpeGOBaHMS ITPOKYpopa 06
OCYIIIeCTBJI€HMM BHEIUIAHOBO IIPOBEPKM B paMKax IMpoBeAeHMsT HaJ30pa 3a
VCIIOJTHEHVEM 3aKOHOB 10 MTOCTYIIMBIIMM B OpraHbl IIPOKYyPaTypbl
MaTepuagam 1 oopalieHUsIM.

4. Tlo uToram IJIaHOBO¥ MJIM BHETUIAHOBOJ ITPOBEPKM demepaibHbIM
OpraHOM MCIIOJTHUTEIbHO BIACTH, YIIOTHOMOYEHHBIM B 001aCTU
o6ecrieyeHust 6€30MaCHOCTY KPUTUUYECKOI MHDOPMAaLIOHHO
mHGpacTpykTypbl Poccuiickoii @enepaiinm, COCTaBsIeTCS akT MIPOBEPKH 10
yTBepXXAeHHOI yKa3aHHbIM opraHomM dopme.

5. Ha ocHOBaHUM aKkTa MPOBEPKU B CJyuae BbISIBIEHUS HAPYIIEHMS
TpeboBaHMit HacTosIero ®emepasbHOTO 3aKOHA U MPUHSITHIX B
COOTBETCTBUM C HUM HOPMATUBHBIX ITPABOBBIX aKTOB 10 0OeCTIeueHNI0
6e30MacHOCTY 3HAUMMbIX 00bEKTOB KPUTUUECKO MHDOPMALIMOHHOI
MHPaCTPYKTYPhI pefiepasibHbIl OpraH UCIIOTHUTEIbHON BIACTH,
YIIOJTHOMOYEHHbIN B 06/71aCTH 06ecrieueHnst 6€30MacHOCTI KPUTUUECKOM
mHbopMaIMoHHO1 MHOPACTPYyKTYyphl Poccuiickoit ®enepaniyu, BbigaeT
CyOBeKTY KpUTHUUeCKOi MHPOpMaIMOHHOV MHPPACTPYKTYpBI MpenucaHmne
006 ycTpaHeHUM BbISIBJIEHHOTO HapylleHUsI C yKa3aHeM CPOKOB ero
yCTpaHeHMUsI.

Cratbsa 14. OTBeTCTBEHHOCTD 3a HapyweHue Tpe6oBaHwuii HacToswero PepepanbHOro
3aKOHa M NPUHATDIX B COOTBETCTBMM C HUM MHbIX HOPMATUBHbIX NPABOBbIX AKTOB

Hapyiienune TpeboBaHuit HacTosiiero ®@eaepajbHOr0 3aKOHA Y MIPUHSTHIX B
COOTBETCTBUM C HUM MHBIX HOPMAaTUBHBIX IPABOBBIX aKTOB BJI€UET 34
00071 OTBETCTBEHHOCThb B COOTBETCTBUM C 3aKOHOJATEIbCTBOM
Poccuiickoin ®epgepann.

Cratba 15. Bcrynnenue B cuny Hactosiwero @epepanbHoro 3akoHa

Hacrosmniit ®egepaibHbIli 3aKOH BCTymaeT B cuy ¢ 1 saBaps 2018 roga.

[TpesupgeHT
Poccuiickoit @enepaiyn
B.ITYTUH



Mocksa, Kpemib
26 utong 2017 ropa
N 187-@3



